HIPAA Guidance and IRB

What is HIPAA?

The Health Insurance Portability and Accountability Act (HIPAA) of 1996 is legislation that
provides data privacy and security provisitmssafeguarding medical information. The HIPAA
Privacy Rule establishes the conditions under which protected health information (PHI) may be
used or disclosed by covered entities for research purposes.

What does HIPAA have to do with reseatch?

The HIPAA Privacy Rule defines research as “a systematic investigation, including research
development, testing, and evaluation, designed to develop or contribute to generalizable
knowledge.” 45 CFR 164.501. The intent of the Privacy Rule is to protect theypofvac
individuals identifiable health information, while simultaneously ensuring researchers continue
to have access to medical information required to conduct research.

What if | am collecting HIPAA protected data in my prgject?

In the course of condting research, researchers may obtain, create, use, and/or disclose
individually identifiable health information. Under the Privacy Rule, covered entities are
permitted to use and disclose protected health information for research with individual
authorizaion, or without individual authorization under limited circumstances set forth in the
Privacy Rule. Research being conducted that collects

In contrast, an informed consent document is an individual's agreenpamtitgpatein the

research study and includes a description of the study, anticipated risks and/or benefits, and how
the confidentiality of records will be protected, among other things. An Authorization can be
combined with an informed consent document or othenigsion to participate in research. If a
covered entity obtains or receives a valid Authorization for its use or disclosure of PHI for
research, it may use or disclose the PHI for the research, but the use or disclosure must be
consistent with the Authoraion.
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x The name(s) or other specific identification of person(s) or class of persons authorized to
make the requested use or disclosure.

x The name(s) or other specific identification of the person(s) or class of persons who may
use the PHI or to whom the covered entity may make the requested disclosure.

x Description of each purpose of the requested use or disclosure. Researchers should note
that this element must be raseh study specific, not for future unspecified research.

x Authorization expiration date or event that relates to the individual or to the purpose of
the use or disclosure (the terms "end of the research study"” or "none" may be used for
research, including for the creation and maintenance of a research database or repository).

x Signature of the individual and date. If the Authorization is signed by an individual's
personal representative, a description of the representative's authority to act for the
individual.

Authorization Required Statements(see Privacy Rulet5 C.F.R. § 164.508(c)(2))

x The individual's right to revoke his/her Authorization in writing and either (1) the
exceptions to the right to revoke and a description of how the individual may revoke
Authorization or (2) reference to the corresponding section(s) of the covered entity's
Notice of Privacy Practices.

x Notice of the covered entity's ability or inability to condition treatment, payment,
enrollment, or eligibility for benefits on the Authorization, including reseastdted
treatment, and, if applicable, consequences of refusing to sign the Authorization.

x The potential for the PHI to be-thsclosed by the recipient and no longer protected by
the Privacy Rule. This statement does not require an analysis of riskdisciasure but
may be a general statement that the Privacy Rule may no longer protect health
information.

Sample authorizations can be found at ht
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