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HIPAA Privacy & Security Plan

Introduction

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) and its implementing
regulations restrigdardin-SimmonsUniversity Houstonktantrip Center for Literacy and Learning
(“HLC", “ Centef) abilities to use and disclose protected healfbrmation (PHI).

Protected Health Information. Protected health information means information that is created or received
by the Centeand relates to the past, present, or future physical or mental health condition of a
Patient/Client (“Participant”); the provision of health care to a participant; or the past, present, or future
payment for the provision of health care to a participant; and that identifies the participant or for which
there is a reasonable basis to believe the information can be used to identify the participant. Protected
health information includes information of persons living or deceased.

Some examples of PHI are:

e Paticipant’s medical recordumber

e Participant’'s demographic information (e.g. address, telepmaméer)

e Information doctors, nurses and other health care providers put in a participant’s needichl

e Images of thearticipant

e Conversations a provider habout a participant’s care or treatment with nurseotreds

e Information about a participant in a provider's computer system or a health insonep'ster
system

e Billing information about a participant atnic

e Any health information that cdead to the identity of an individual or the contents of the
information can be used to make a reasonable assumption as to the identitydwitheal

It is theCenters policy to comply fully with HIPAA's requirements. To that end, all staff membeos wh

have access to PHI must comply with this HIPAA Privacy and Security Plan. For purposes of this plan and
the Center'suse and disclosure procedures, the workforce includes individuals who would be considered
part of the workforce under HIPAA such as enygles, volunteers, interns, board members and other
persons whose work performance is under the direct control of HLC, whether or not they are paid by HLC.
The term "employee" or “staff member” includes all of these types of workers.

No third-partyrights (including but not limited to rights of participants, beneficiaries, covered dependents,
or business associates) are intended to be created by this Plan. HLC reserves the right to amend or change
this Plan at any time (and even retroactively) without notice.

All staff members must comply with all applicable HIPAA privacy and information security policies. If



SECTION 1: Responsibilities as Covered Entity

I. Privacy Officer

The Clinical Operations Managetill be the HIPAA Privacy Officer foHardinSimmons University
Houstontantrip Center for Literacy and Learninghe Privacy Officer will be responsible for the
development and implementation of policies and procedures relating toypriveluding but not limited

to this Privacy Policy and the Centetise and disclosure procedures. The Privacy Officer will also serve
as the contact person for participants who have questions, concerns, or complaints about the privacy of
their PHI. The Privacy Officer can be reached326( 6701836.

Il. Incident Responseleam

The Incident Response Team is comprised oPtinvacy Officer, President, Vice President for Finance,
Director ofHoustonLantrip Center, Student and Clinical Accounts Manager, and additional members
deemed appropriate on an ad hoc basis in the reasonable judgment of the Privacy Qffeendnt of a
security incident that results in a wrongful disclosure of PHI, the Privacy Officeonjanction with the
Incident Response Team will take appropriate actions to prevent further inappropriate disclosures. In
addition, Human Resources and Legaly be consulted as part of the review team to assist in the review
and investigation of privacyicidents when required. tlie Privacy Officer and Incident Response Team
havenotresolvedheincident,the PrivacyOfficer shallinvolve anyonedeterminedo benecessarjo assist

in the resolution of the incident. participants need to be notified of any lost/stolen PHI, the Privacy
Officer will send PHI Theft/Loss Disclosure Letters to all possible affeatididuals.

[ll. Workforce Training

It is theCenter’s policy to tra all members of its workforce who have access to PHI on its privacy

policies and procedures. All staff members receive HIPAA training. Whenever a privacy incident has
occurred, the Privacy Officer in collaboration with management will evaluate the occurrence to determine
whether additional staff training is in order. Depending upon the situation, the Privacy Officer may
determine that all staff should receive training that is specific to the privacy incident. The Privacy Officer
will review any privacy training developed as part of a privacy incident resolution to ensure the materials
adequately address the circumstances regarding the privacy incident and reinfGex@eh'sprivacy

policies and procedures.



Data Storage / Backup / Remote Access



IX. No Intimidating or Retaliatory Acts; No Waiver of HIPAA Privacy

No employeemayintimidate,threatencoercediscriminateagainstor



Incident Report

The Centehas developed an Incident Report form. This form is used to document reports of privacy
breaches that have been referred to the Privacy Officer from staff members who have reviewed or received

the suspected incident.

After receiving the Incident Report form from staff members, the Privacy Officer classifies the incident and
its severity and analyzes the situation. Documentation shall be retained by thef@entamimum of six

years from the date of the reported incident.



Job Title Department User rights

Medical Records Clerk Medical Records View Patient Information
Run Chart Pull reports (daily appointments)
View Schedule

Medication Refill Medical Records Appointment Scheduling
View Patient Information
Run Chart Pull reports (daily appointments)

RN Nurse Managers Clinic View Schedule

Appointment Scheduling

Override Schedule

View / Modify Patient Information
Daily Appointment Reports

Schedule template -add/

IT - Department IT Department modify
Full System Administrative
Application Analyst rights
Project Support Full File Maintenance Level rights
All operational functions in
Clinical Applications Manager EPM
HIT Coordinator
Behavioral Health Counselors Behavior Health appointment Scheduling
Interns View / Modify patient information

Daily Appointment Reports

Senior Staff Admin View/ Modify patient information
Finance Full report access
Appointment Scheduling




SECTION 2: Use and Disclosure of PHI
I. Use and Disclosuréefined

The Centewill use and disclose PHI only as permitted under HIPAA. The terms "use" and "disclosure" are
defined as follows:

 Use. The sharing, employment, application, utilization, examination, or analysis of individually
identifiablehealthinformationby anypersorworking for or within the Center or by a Business
Associate of th€enter

* Disclosure. For information that is protected health information, disclosure means any reteeser,
provisionof accesgo, ordivulgingin anyothermannerof individually identifiablehealthinformationto
persons not employed by or working within HLC with a business need toRHaw

II. Access to PHI Is Limited to CertainEmployees

All staff who performs Participant functions directly on behalf of the Cemten behalf of group health
plans will have access to PHI as determined by their department and job description and as granted by the
Clinical Operations Manager.

These employees with access may use and disclose PHI as required under HIPAA but the PHI disclosed
must be limited to the minimum amount necessary to perform the job function. Employees with access may
not disclose PHI unless an approved compliant authorization iade pt the disclosure otherwise is in
compliance with this Plan and the use and disclosure procedures of HIPAA.

Staff members may not access either through our information systems or the participant’s medical record
the medical and/or demographic information for themselves, family members, friends, staff members or



IV. Permissive Disclosures of PHI: for Legal and Public PoliciPurposes

PHI may be disclosed in the following situations without a participant's authorization, when specific
requirements are satisfielhe Center’'sise and disclosure procedures describe specific requirements that
must be met before these types of disclosures may be made. Permitted are disclosures:

« about victimsof abuse, neglect or domestiolencr



Minimum Necessary When Requesting PHI. For makingrequests for disclosureof PHI from business
associates, providers or participants for purposes of claims payment/adjudication or internal/external



18 specific elements listed belowelating to the participant, employee, relatives, or emplogarst be
removed, and you must ascertain there is no other available information that could be used alone or in
combination to identify an individual.

1. Names
2.Geo



staff to provide information, staff should tell the caller that they are unable to provide information about the
participant due to privacy rights and suggest that the caller contact the participethyt tlirenformation.

If the caller is asking for historical information about visits or services provided and the participant has not
either provided an authorization to share this information with this person pertaining to their involvement in the
patiert’'s treatment or payment, the caller should be informed that due to HIPAA confidentiality requirements,
information about participant visits is not provided without participant authorization.

Situation: An individual comes to HLC and tells the reception &a that they have arrived to pick up
a patient.

Response:

If the participant has notified HLE&aff that someone is coming to pick them up (by giving the name of the
individual), the individual should be directed to the location of the participant. If the patient has not provided
information about anyone coming to pick them up, Hit&ff should ask for the person’s name and tell the
person that they will check. Another staff member should be given a note to tell the participant that someone
has arrived to pick them up and ask them whether it is okay to tell the person the participant’s location.

IX. Removing PHI from Center Premises

When HLCdeems it necessary for an employee to work from a location other than one of our sites, PHI
may be accessed and/or removed under the following circumstances:

1. BeforeremovingPHIfrom HLC for Centerbusinesyou mustreceivethe approvalfrom your
departmat Director.

2. HLC will only allow the paper (participant records, reports) removal ofaPidh transported in
a secure lock box and when approved by the department Director and the Officacy

3. HLC will provide laptop computers for employees requitedvork offsite and access PHI in a
non-HLC setting. Any files saved on these computers are saved to the network and are therefore
secure.

4. Staff members that work at school sites and create papeatffillee school are required to keep
thesefiles lockedsecurely While in transit,thesefiles arekeptlockedin securectarryingcases.

5. Staff member with progress notes and other forms that need to be signed by their supenisors can
brought back to HC in a locked carrying case. These documents can also be saved on the HLC
server in a designated secure file on the Cergtwork, or on a passwomotected flash drive

6. The electronic removal of PHI (using flash drives) for the purposes of working from HLn-
setting may be approved in advance by the Clinical Operations Madgeinthe very rare
circumstance that it becomes necessafHI shouldberigorouslysafeguardeg@hysicallyas
well aselectronicallyjncluding employee-performed encryption of all files. Most flash drives
have the capability to assign a password.

HLC HIPAA Plan
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7. The following safeguards are required of all employees when working from ldlr®site:



SECTION 3: Participant Individual Rights

I. Access to Protected Health Information and Requests fakmendment

HIPAA gives participants the right to access and obtain copies of their PHI that the @@ éist@usiness
associates maintains. HIPAA also provides that participants may request to have their PHI amended. The
Centerwill provide access to PHInd it will consider requests for amendment that are submitted in writing
by participants.

[l. Accounting

An individual has the right to obtain an accounting of certain disclosures of his or her own PHI. This right
to an accounting extends to disclosures madké last six years, other than disclosures:

* to carry out treatment, payment or health cgrerations;
* to individuals about their owRHI;
* incident to an otherwise permitted use or disclosure or pursuanatdtarization;

« for purpose®f creationof afacility directoryor to personsnvolvedin the participant'sareor other
notificationpurposes;

* as part of a limited data sef;
« for other national security or law enforcempuatposes.

The Centeshall respond to an accounting request within 60 days. If the Gentaable to provide the
accounting within 60 days, it may extend the period by 30 days, provided that it gives the participant
notice (including the reason for the delay and the datenfbrmation will be provided) within the original
60-day period.

The accounting must include the date of the disclosure, the name of the receiving party, a brief description
of the information disclosed, and a brief statement of the purpose of the disclosure (or a copy of the written
request for disclosure, if any).

The first accounting in any li&onth period shall be provided free of charge. The Privacy Officer may
impose reasonable production and mailing costs for subsequent accountings. The PrizacisOff
responsible for responding to a request for Accounting.

lll. Requests for Alternative Communication Means ot.ocations

Participants may request to receive communications regarding their PHI by alternative means or at
alternative locations. For example, participants may ask to be called only at work rather than at home. Suct
requests may be honored if, in the sole discretion of HLC, the requests are reasonable.

However, HLC shall accommodate such a request if the participant clearly provides information that the
disclosure of all or part of that information could endanger the participant. The Privacy Officer in
collaboration with managers has responsibility for administeengests for confidential communications.

HLC HIPAA Plan
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IV. Requests for Restrictions on Uses and Disclosures of Protected Heditformation

A participant may request restrictions on the use and disclosure of the participant's Rhi. Gegter’s
policy to attempt to honor such requests if, in the sole discretion of the Ghetezquests are reasonable.
The Privacy Officer is charged with responsibility for processing requests for restrictions.

V. When a Participant Requests a Copy of his/heRecord

A participant can request a copy of his/her medical record by completing a Request for
Accessing/Inspecting/Copying Health Information form and submitting it to the Department that maintains
the information being requested. The Diypeent in collaboration with the Privacy Officer must process

and respond to the request.

Participants can receive this form from Patient Services or by going directly to the department that
maintains their records.

VI. Participants Request for copy ofClinic Notes or Labs while Checking out After anAppointment

It's okay to provide a participant with a copy of a clinic note or labs that are maintained in their files. It is
recommended that you follow the best practice of stamping or writing “Participan



V1Il. When the requestor is the Participants Legally Authorized Representative

Verification of identity will be accomplished by asking for a valiwio identification (such as driver’'s
license) if the request is made in person. Once identity is established, authority in such situations may be



PHI Breach Reporting

The purpose of this section is to address the Cermisvacy requirements for reporting, documenting, and
investigating a known or suspected action or adverse event resulting from unauthorized use or disclosure of
individually identifiable health information.

A privacy breach is an adverse event or action that is unplanned, unusual, and unwanted that happens as a res!
of non-compliance with the privacy policies and procedures of the CAnpeivacy breach must pertain to the
unauthorized use or disclosure of health information, including ‘accidental disclosures’ such as misdirected e
mails or faxes.

The Privacy Officer shall immediately investigate and attempt to resolve all reported suspected privacy
breaches.

Staff members are required to verbally report to his/her supervisor any event or circumstance that is believed to
be an inappropriate use or disclosure of a participant PHI. If the supervisor is unavailable, the staff member
must notify the Privacy Officer within 24 hours of the incident. If the manager determines that further review is
required, the manager and staff member will consult with the Privacy Officer to determine whether the
suspected incident warrants further investigation. In all cases an Incident Report must be filled out and
submitted to the appropriate reviewer.

The Privacy Officer will document all privacy incidents and corrective actions taken. Documentation shall
include a description of corrective actions, if any are necessary, or explanation of why corrective actions are not
needed, and any mitigation undertaken for each specific privacy incident. All documentation of a privacy

breach shall be maintained with the Privacy Officer and shall be retained for at least six years from the date of
the investigation. Such docemtation is not considered part of the participant’s heattbord.

If the participant is not aware of a privacy incident, the Privacy Officer shall investigate the incident thoroughly
before determining whether the participant should be informed. If the participant is aware of a privacy incident,
the Privacy Officer shall contact the participant within three (3) business days of receiving notice of the
incident. The method of contact is at the discretion of the Privacy Officeesuwiting communicationsith

the participant must be documented in the incident report. In addition, any privacy incident that includes a
disclosure for which an accounting is required must be documented and entered into accounting.

Staff who fail to report known PHI/securitydidents, or fail to report them promptly, may be subject to
disciplinary action up to termination.

I. Breach Notification Requirements

Following a breach of unsecured protected health information, covered entities must provide notification of
the breach to affected individuals if necessary and in certain circumstances, to the media. In addition,
business associates must notify covered entities that a breach has occurred.

- Individual Notice

Covered entities must notify affected individuals followthg discovery of a breach of unsecured
protected health information. Covered entities must provide this individual notice in written form by

HLC HIPAA Plan
Page 16









d. Outcome of Investigation- The purpose of the westigation is to determine the compliance of the
Center’spolicies and procedures implementing the privacy standards mandated by HIPAA. Thex@lenter
mitigate, to the extent practicable, any harmful effect that is known of a use or disclosure of PHI in violation
of the Center'policies and procedures or HIPAA'’s privacy requirements by the Cenéey of its Business
Associates. In the event that disciplinary action is recommended, the Privacy Officer or his/her designee will
coordinate any action witmanagement.



ATTACHMENTS




Summary Guidelines for Safeguarding the Privacy of Health Information

These are guidelines centered on how to safeguard health information and ensure confidentiality when using normal business
communications, such as conversatidetephone, faxes, mail, and electronic mail. Wherever practical, the material containing Protected
Health Information (PHI) should be labeled as confidential on the document, diskette, CD, or other medium. PHI maintained ele



HARDIN-SIMMONS UNIVERSITY

HOUSTON-LATRIP CENTER
SUMMARY NOTICE OF PRIVACY PRACTICES

Your Information. Your Rights. Our Responsibilities.

This notice describes how medical information about you may be used and disclosed and how you can get access to thi
information.Please review it carefully.

“Protected health information“ (PHI) is information about you, including demographic information, that may identify you
or be used to identify you, and that relates to your past, present or future physical or mental health or condition, the
provision of health care services, or the past, present or future payment for the provision of health care.

Your Rights Regarding Your PHI

You have the right to:

Get a copy of your paper or electronic medical record

Correct your paper or electronic medical record

Request confidential communication

Ask us to limit the information we share

Get a list of those with whom we’ve shared your information

Get a copy of this privacy notice

Choose someone to act for you

File a complaint if you believe your privacy rights have been violated

Our Uses and Disclosures

We may use and share your information as we:

Treat you

Run our organization

Bill for your services

Help with public health and safety issues

Do research

Comply with laws that may be in place now or in the future




e If you pay for a service or health care item-otipocket in full, you can ask us not to share that information for the
purpose of payment or our operations with your health insurer. We will say “yes” unless a law requires us to shar
that information.

Get a list of those with whom we’ve shared information
[ J



How else can we use or share your health information?
We are allowed or required to share your information in other wagsially in ways that contribute to the public good,



http://www.hhs.gov/ocr/privacy/hipaa/understanding/consumers/index.html
http://www.hhs.gov/ocr/privacy/hipaa/understanding/consumers/noticepp.html
http://www.hsutx.edu/hlc

HARDIN- SIMMONS UNIVERSITY
HOUSTON-LANTRIP CENTER

Authorization for Release and/or Disclosure of Health Information

| authorize the disclosure of my personal health information to the persons/entities as dbstwikelunderstand this authorization is
voluntary, and made to confirm my directions. | understand that once the information is disclosed, it riigdbesexl and no longer
protected by federal privacy regulations. | hereby give permission totéltiSclose my personal health information in the manner descr
herein.

ibed

PARTICIPANT'S INFORMATION

Name: Last 4 of SSN:

Birthdate: Contact Phone Number: Request Date:

PHI MAY BE DISCLOSED BY:

Person/Facility: Phone:
Fax #:
Address:
PHI MAY BE DISCOLOSED TO
Person/Facility: Phone #:
Fax: #:
Address:

PERSONAL HEALTH INFORMATION TO BE DISCLOSED

1. Specify records to be released and /or disclosed:

0O General Medicainformation(from to )

O Information Regarding Specific Injury dreatmen{from to )
0O X-Ray/Laboratory Resultsf (from to )
OMental/BehavioraHealth(from to ) Initials of Participant dRepresentative
OAlcohol/Drug (from to ) Initials of Participant drRepresentative
OHIV Test Results(from to ) Initials of Participant oRepresentative

0O Other(specify):

2. Your request will be deemed to include any information related to sexually transmitted disease, alcohol or dr
treatment, or mental health/psychology/psychiatry that may be within your above request, unless you specifically
objection here:

ig use or
state your

Right to Revoke: | understand that | may revoke this authorization in writing at any time. | understand my revocatioh afilebi@ny disclosures that
occurred beforélLC received and processed a written notice of revocation. | understand thatribok djgecify duration and if | do not revoke it, this
authorization will expire one year from the date of signature below. To revoke this authorization, | understand thahtraustiten request

to HoustonLantrip Center ATTN: Privacy Officer HSU Box 16015, Abilene, Texas 79698

ACKNOWLEDGEMENT
Please sign and datel: have had full opportunity to read and consider the contents of this authorization, and | confirm that the contenistan¢ withamy

direction to HLCto release nonpublic personal health information. | understand thatHL@ot condition treatmety payment, enroliment or eligibility for

benefits on whether | sign this authorization.

By:

Participant’sName(Print) Participant’'sSignature Date
If you are not the participant, please also complete, sign and date below. Check the box that describes your relationship to the participant. Please
attach proof or your relationship tot the participant (e.g. Power of Attorney, legal guardian)

By:

Participant’sName(Print) Participant’sSignature Date
OParent of Minor Child OLegal Guardian CPower of Attorney [Executor [OOther







ACKNOWLEDGEMENT
Please sign and date:



HARDIN -SIMMONS UNIVERSITY
HOUSTON-LANTRIP CENTER

Request for Accessing/Inspecting/Copying Health Information

As required by the Health Information Portability and Accountability Act of 1996 (HIPAA) you have a right to request the
opportunity to inspect and copy health information that pertains taHtdD will evaluate your request and will either grant it
or explain the reason why the request will not be grahkte@. may provide you with a summary or explanation of the
information in your health plan records instead of accessdopies of your records.

Mail or hand deliver this completed form tdoustonLantrip Center ATTN: Privacy OfficerHSU Box 16015, Abilenel'X
79698

INDIVIDUAL'S INFORMATION
Name: Last 4 of SSN:

Birthdate: Contact Phone Number: Request Date:

Current Address (No., street, city, state, zip):

REQUEST TO ACCESS/INSPECT/COPY

DBT 9 f* EMC /P0 0 10.02 t.46 Tj ET Q q ated record



Date




HARDIN- SIMMONS UNIVERSITY

HOUSTON-LANTRIP CENTER
Request for Amendment of Health Information

As a participant in HLG services you have the right to request amendments to your personal health iofothaatare inaccurate or



This Section for Center Use Only

Amendment has been: Accepted Denied (If denied, check the reason for denial):
O PHI (Protected Health Information) was not created by thisorganization
O PHI is not part of the participant’s designed recordset
O Federal/State law forbids making corrections to thiPHI
00 PHI is accurate and complete

Comments of HLC Provider:

Amendment has been reviewed by the following Provider(s):

Date PleasePrint Name







This Section for Center Use Only Request
has been: Accepted Denied (If denied, check the reason for denial):

Comments of HLC Provider:

Restriction Request has been reviewed by the following Provider(s):

Date PleasePrint Name Signature ofProvider

Date PleasePrint Name Signature ofProvider

Notification was sent to the Participant











http://www.hipaasurvivalguide.com/hipaa-regulations/160-103.php#individual
http://www.hipaasurvivalguide.com/hipaa-regulations/164-502.php#g
http://www.hipaasurvivalguide.com/hipaa-regulations/160-103.php#protected-health-information
http://www.hipaasurvivalguide.com/hipaa-regulations/164-103.php#required-by-law



http://www.hipaasurvivalguide.com/hipaa-regulations/164-524.php
http://www.hipaasurvivalguide.com/hipaa-regulations/164-526.php
http://www.hipaasurvivalguide.com/hipaa-regulations/164-528.php
http://www.hipaasurvivalguide.com/hipaa-regulations/164-528.php

b. Except as otherwise limited in this Agreement, Busides®ciate may use Protected Health
Informationfor the propermanagemerdandadministratiorof the BusinessAssociateor to carryoutthe
legal responsibilities of the Busine&ssociate.

c. Except as otherwise limited in this Agreement, Business Assan@talisclose Protected Health
Information for the proper management and administration of the Business Associate, provided that
disclosures are Required By Law, or Business Associate obtains reasonable assurances from the person
to whomtheinformationis disclosedhatit will remainconfidentialandusedor furtherdisclosednly as
Required By Law or for the purpose for which it was disclosed to the person, and the person notifies the
Business Associate of any instances of which it is aware in whrécbonfidentiality of the information
has beetreached.

d. Exceptasotherwisdimited in this AgreementBusinesAssociatanayuseProtectedHealth
Informationto provideDataAggregationservicedo CoveredEntity aspermittedby 45 CFR
8164.504(e)(2)(i)(B)

e. Busines#ssociatenayuseProtecteHealthinformationto reportviolationsof law to appropriate

Federal and State authorities, consistent g4#4.502(j)(1)
4, Obligations of CoveredEntity.
a. CoveredEntity shallnotify BusinessAssociateof anylimitation(s)in its noticeof privacypractices
of Covered Entity in accordance with 45 CFE568.52(Q to the extent that such limitation may affect

Business Associate's use or disclosure of Protected Higfalkmation.

b. CoveredEntity shallnotify BusinessAssociateof anychangesn, or


http://www.hipaasurvivalguide.com/hipaa-regulations/164-504.php#e
http://www.hipaasurvivalguide.com/hipaa-regulations/164-502.php#j-1
http://www.hipaasurvivalguide.com/hipaa-regulations/164-520.php
http://www.hipaasurvivalguide.com/hipaa-regulations/164-522.php

possession of subcontractors or agents of Busik&ssciate. Business Associate shall retain
no copies of the Protected Health Information.

2. In the event that Business Associate determines that returning or destroying the
Protected Health Information is infeasible, Business Associate shall providedoe@ov
Entity, within ten (10) business days, notification of the conditions that make return or
destruction infeasible. Upon such determination, Business Associate shall extend the
protectionof this Agreemento suchProtectedHealthinformationandlimit furtherusesand
disclosures of such Protected Health Information to those purposes that make the return or
destruction infeasible, for so long as Business Associate maintains such Protected Health
Information.

6. Miscellaneous.

a. RegulatoryReferencesA referencen this Agreemento c1eEMCO0.02 (TJ 0 Tc 06 TwDp6e)re f>BDC



Confidential Fax

To: From:

Fax: Fax:

Phone: Phone:

Re: Date:

Pages: CC:
Urgent For Review As Requested Please Reply For Your Records
Comments:

IMPORTANT:



HLC INCIDENT REPORT

Dateof Incident: Time of Incident; am/pm

HLC Location:

Person(s)nvolvedName: If ParticipantLast 4 of SSN:
(Circle one) Participant Staff Volunteer ContractoOther

Witness(es)

NATURE OF INCIDENT (check all that apply):

0 HIPAA Violation/Breach ofConfidentiality 0 Injury (specifytype)
o Complaint/Grievance 0 Medicationerror
o Equipment Supplies 0 MedicalEmergency
o Facility Safety an®ecurity o Propertypamage/TheftOther
0 InappropriateBehavior
Notified: Police Fire Ambulance LicensinglC Provider COO HumanResources Other

DETAILS OF INCIDENT (include all known facts, persons involved, statements, cause, witnesses, time, location)

RESOLUTION



OFFICIAL REVIEW



HARDIN-SIMMONS UNIVERSITY
HOUSTON-LANTRIP CENTER
COMPLAINT REPORT

Today’s Date:







	HIPAA Privacy & Security Plan
	HIPAA Privacy & Security Plan Introduction
	I. Privacy Officer
	II. Incident Response Team
	III. Workforce Training
	IV. Safeguards
	Data Storage / Backup / Remote Access

	V. Privacy Notice
	VI. Complaints
	VII. Sanctions for Violations of Privacy Policy
	VIII. Mitigation of Inadvertent Disclosures of Protected Health Information
	IX. No Intimidating or Retaliatory Acts; No Waiver of HIPAA Privacy
	X. Plan Document
	XI. Documentation
	Incident Report

	XII. Electronic Health Records
	XIII. Access Authorization

	SECTION 2: Use and Disclosure of PHI
	I. Use and Disclosure Defined
	II. Access to PHI Is Limited to Certain Employees
	III. Disclosures of PHI Pursuant to an Authorization
	IV. Permissive Disclosures of PHI: for Legal and Public Policy Purposes
	V. Complying With the "Minimum-Necessary" Standard
	VI. Disclosures of PHI to Business Associates
	VII. Disclosures of De-Identified Information
	VIII. Disclosures to Family, Friends or Others-Participant Location
	Guidance

	IX. Removing PHI from Center Premises
	X. Faxing PHI

	SECTION 3: Participant Individual Rights
	I. Access to Protected Health Information and Requests for Amendment
	II. Accounting
	III. Requests for Alternative Communication Means or Locations
	IV. Requests for Restrictions on Uses and Disclosures of Protected Health Information
	V. When a Participant Requests a Copy of his/her Record
	VI. Participants Request for copy of Clinic Notes or Labs while Checking out After an Appointment
	VII. Acceptable Methods of Verification of Identity for Release of Personal Health Information (PHI):
	V1II. When the requestor is the Participants Legally Authorized Representative
	IX. Other Methods

	PHI Breach Reporting
	I. Breach Notification Requirements

	HARDIN-SIMMONS UNIVERSITY
	HOUSTON-LANTRIP CENTER
	HARDIN-SIMMONS UNIVERSITY
	HOUSTON-LANTRIP CENTER
	Request Determination on Reverse Side

	FEDERAL PRIVACY LAWS

